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Artemis Vision reserves the right to make changes to the information in this document. It is 
the customer’s responsibility to refer to the version of the manual that corresponds to the 
appropriate version of the customer’s system. Please contact Artemis Vision for questions 

about correct versions of manuals and to determine whether any changes have been made. 
Information in this document does not represent a commitment on the part of Artemis Vision.

©Artemis Vision. All Rights Reserved.

This document describes the communication interface and protocol for the 
Artemis Vision RaPTr Server.

For installation, refer to the RaPTr Server Installation Guide.

For configuration and information on the overall RaPTr scanner system, refer to 
RaPTr Scanner User Guide.

Version: Gen 4b
Revision Release Date: December 13, 2022
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BEFORE YOU BEGIN
Read this document and the documents listed in the additional resources section about 
installation, configuration, and operation of this equipment before you install, configure, 
operate, or maintain this product. 

In some cases, implementation details specific to your business case may not be listed in this 
manual. For guidance in these scenarios, please contact Artemis Vision. 

If you have questions about this documentation or have general suggestions, please notify us 
at: support@artemisvision.com.

SUMMARY OF MOST RECENT CHANGES
The most recent version of this document reflects changes to provide greater access to scanner-
to-server communication parameters.

ADDITIONAL RESOURCES
Resource Description 
RaPTr Scanner User Guide Describes setup, configuration, and operation of a RaPTr 

Scanner
RaPTr Server Installation Guide Describes the system requirements and steps necessary to 

install RaPTr Server
RaPTr Scanner Installation Guide Describes mounting options and power requirements for 

installing RaPTr Scanner
Barcode Basics & Symbology Describes specifics about various symbology options
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OVERVIEW 
RaPTr (Rapid Pallet Tracker) is designed to integrate flexibly into any information system 
workflow. A RaPTr System can be stand-alone or can integrate directly with a customer’s 
existing warehouse management system. When RaPTr Server is integrated with existing 
customer systems, each RaPTr Scanner sends information to RaPTr Server, where custom 
business logic can be performed. RaPTr Server responds to the information with the results 
of the custom business logic: messages to be displayed to the material handler. Additionally, 
RaPTr Server automatically records all transactions and image data which can be retrieved later 
for further analysis.

KEY TERMS
RaPTr Enterprise: A collection of RaPTr systems spanning multiple warehouses of an 

organization.

RaPTr System: A single warehouse logistics solution comprised of RaPTr Scanner(s) and RaPTr 
Server.

 RaPTr Server: Implemented on server hardware to support the server side of the ABP (Artemis 
Barcode Protocol).  The server software responds to the RaPTr Scanner(s) and supports 
interfaces where business logic can be added when read events are received and 
processed.

RaPTr Web Reporting Server: A dashboard that can optionally be installed alongside RaPTr 
Server that is provided by IIS and accessible via web browsers. Reports and metrics can 
be generated or provided thru this dashboard.

RaPTr Scanner: The actual physical scanner that reads barcodes and displays results.

Supervisor: Any system that provides data on which RaPTr Server can perform transactions. In 
most instances, this is a WMS or ERP system, but can also be middleware. 

Location: A place where a RaPTr Scanner is installed.  This can be at a dock door, at the exit of a 
storeroom, or at another checkpoint where the customer wants to verify correct items 
passing through. Each location will have a unique Location ID.
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Location ID: An unsigned integer (0, 1, 2, etc.) that uniquely identifies a RaPTr Scanner within 
a facility.

Warehouse ID: An alphanumeric string used to identify a RaPTr Server’s location

License ID: A 15-character alphanumeric identifier used in the licensing process.

Enterprise Resource Planning (ERP): A software system that handles the management of 
business processes for an organization in real time.

Warehouse Management System (WMS): A software system that offers visibility into a 
business’ entire inventory and manages supply chain fulfillment. 

Local Configuration: Instances where communications are performed over the local area 
network. Typically, this means that the two devices communicating exist in the same 
physical location.

Remote Configuration: Instances where communications are performed outside the local area 
network. Typically, this means that the two devices communicating do not exist in the 
same physical location.

Operational Interface: Method used by RaPTr Server to retrieve information about the status of 
the barcode and other ancillary features.

ABP (Artemis Barcode Protocol): A proprietary client server protocol developed by Artemis 
Vision that is implemented over UDP and TCP via a standard 10/100/1000 Base-T 
Ethernet network or by wireless. 

Key Terms, continued



Artemis Vision - RaPTr Server User Guide- Gen 4b

3

SYSTEM REQUIREMENTS 
HARDWARE REQUIREMENTS: 
For optimate performance of RaPTr Server, computers/server running the software or 

recommended to meet or exceed the following hardware requirements:
• CPU: Intel Core i5 Standard Power processor, Intel Core i7 Standard Power processor, or Intel

Xeon family processor
• RAM: 8 GB minimum
• Storage: 128 GB minimum. Size dependent upon Image Purge Frequency or Image Directory

Size Limit parameters

PRODUCT COMPATIBILITY: 
Operating System:

RaPTr Server is compatible with the following 64-bit operating systems:
• Windows Server 2019
• Windows Server 2016
• Windows 10 Enterprise
• Windows 10 Pro (V1803 and later)

Internet Information Services (IIS)

RaPTr Web Reporting Server requires IIS features turned on for access thru web browser

.NET:

RaPTr Server adopts .NET 4.8 which is only supported on Windows 10 version 1803 and later

Web Browser:

The following are the minimum software requirements for accessing RaPTr Web Reporting 
Server:

• Chrome browser version 87
• Apple Safari version 13.0.4
• Mozilla Firefox version 84
• Microsoft Edge version 87
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Databases:

The following are the minimum database requirements for RaPTr Server:
• MySQL version (Maria DB 10.5) (if applicable)
• SQL Server version 15.0 (if applicable)
• Oracle version 18C (if applicable)

NETWORK REQUIREMENTS:

Port Type and Name Comments
UDP Port 52325 Default port for communicating to RaPTr Scanners via ABP
TCP Port 52325 Default port for communicating to RaPTr Scanners via ABP
HTTP Port 53239 Default port for RaPTr Server to communicate to SAP Gateway, the Supervisor 

over REST 
HTTP Port 53238 Default port for SAP Gateway or the Supervisor to communicate to RaPTr 

Server over REST
HTTP Port 53250 Default port for RaPTr Server to communicate to the Artemis Licensing Server
HTTP Port 5100 RaPTr Web Reporting Server  

LICENSING 
RaPTr Server contains a License ID that uniquely identifies its installation and features purchased. 
If RaPTr Server has internet access and the necessary ports are open (53250), RaPTr Server can 
automatically grab the most up to date license information from Artemis Vision. Alternatively, 
Artemis Vision can create license files to be installed manually. For more information on the 
Licensing process, see the RaPTr Server Installation Guide.
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ARCHITECTURE 
RaPTr Systems provide multiple configurations and architectures to meet your business’ needs. 
The communication pathways and architecture configuration options are described in the 
following sections.

RaPTr Scanners can be configured to communicate with RaPTr Server via ABP or via a REST API 
developed by Artemis Vision. In most cases, when RaPTr Server and RaPTr Scanners are on the 
same local network (local configuration), RaPTr Scanners can communicate to RaPTr Server via 
ABP. If the RaPTr Server does not exist on the same local area network (remote configuration), 
REST API will be required. It is recommended that a local configuration is implemented, as 
external network latencies and stability can affect performance.  For more information about 
connecting RaPTr Scanners to RaPTr Server, please reference the RaPTr Scanner User Guide.

RaPTr Server can connect to a Supervisor that is either on the local area network (local 
configuration) or located elsewhere (remote configuration). Instances where a Supervisor 
exists outside of the local area network usually result in all RaPTr Servers communicating to a 
singular Supervisor. While a single point of transactions can be beneficial, a local configuration 
is generally recommended as it provides similar performance benefits as the local configuration 
of the RaPTr System. 

RECOMMENDED ARCHITECTURE (LOCAL, LOCAL):
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OPTIONAL ARCHITECTURE 1 (LOCAL, REMOTE):

OPTIONAL ARCHITECTURE 2 (REMOTE, LOCAL):
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OPTIONAL ARCHITECTURE 2 (REMOTE, REMOTE):
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EVENTS AND FUNCTIONS
RaPTr offers a multitude of events and functions that can be utilized to meet an individual 
business case. Many of the available events and functions result in information being displayed 
to the material handler, for more information about where the information is populated, please 
reference RaPTr Scanner User Guide. Minimally, a RaPTr System must act on Barcode Read 
Events to provide feedback to the material handler. The following section will enumerate the 
available events and functions, describe their purpose, and list which operational interfaces are 
supported. 

Note: For some interfaces, there may be more input and output parameters that are available. The 
following describes the parameters that are common across all supported interfaces.

BARCODE READ EVENT:
DIRECTION
Unidirectional, to RaPTr Server 

INPUTS

Parameter Definition Example
Barcode Barcode scanned on the pallet. Generally, this is located on 

the pallet tag.
ABC123

Location ID Unique identifier for a RaPTr Scanner in a warehouse. 1
Camera ID Unique identifier for a camera within a RaPTr Scanner. 1

BA
RCO

D
E REA

D
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OUTPUTS

Parameter Definition Example
Response Code Determines if the pallet was read at the correct location. 1 

= Good. 0 = Bad.
1

Response Color Color that will highlight the message to the material 
handler. Most commonly red or green.

Green

Response String Message to the material handler that corresponds to the 
pallet scan.

GOOD

SUPPORTED OPERATIONAL INTERFACES
All

DESCRIPTION
When RaPTr Scanner detects a barcode in an image, its contents are checked against a running 
list of barcodes that are maintained by the scanner. If the barcode already exists in the list, then 
the scanner takes no action. If the barcode does not exist, then the scanner adds the barcode to 
the list and triggers a Barcode Read Event, sending a message to RaPTr Server. To be removed 
from the list, the scanner must not detect the barcode in any image for the duration of the 
Block Barcode Window (see RaPTr Scanner User Guide for more details about Block Barcode 
Window).  

The Barcode Read Event message contains the string encoded in the barcode, a Location 
ID of the scanner, and the camera ID of the scanner’s camera from which the image was 
captured. When RaPTr Server receives the Barcode Read Event message, it will use the selected 
operational interface to retrieve a response code, response color, and response string. The 
response code tells the scanner if the pallet is good or bad, allowing the scanner to play an 
audible sound if configured. The response color and response string combine to create a 
message to the material handler. The message can be as simple as, “Good”, “Bad”, “Wrong 
Truck”, or offer more elaborate instructions. These response strings and colors are completely 
customizable to the customer’s business case.

BA
RCO

D
E REA

D
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BARCODE IMAGE EVENT:
DIRECTION
Unidirectional, to RaPTr Server   

INPUTS

Parameter Definition Example
Barcode Message ID Unique identifier for the message containing the 

barcode read event
4758364137

Location ID Unique identifier for a RaPTr Scanner in a warehouse. 1
Camera ID Unique identifier for a camera within a RaPTr Scanner. 1
Image Data All data that constitutes the image. N/A

OUTPUTS

Parameter Definition Example
Barcode Message ID Unique identifier for the message containing the barcode 

read event
4758364137

Location ID Unique identifier for a RaPTr Scanner in a warehouse. 1
Camera ID Unique identifier for a camera within a RaPTr Scanner. 1

SUPPORTED OPERATIONAL INTERFACES

Plug-In, REST API, SAP Gateway API  

Note: Although the event is not supported for all interfaces, the act of saving the images in long 
term storage is natively supported by RaPTr Server. 

BA
RCO

D
E IM

A
G

E
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DESCRIPTION
Following a barcode read event, RaPTr Scanner will save a copy of the image used to decode 
the barcode to its local file system. If configured to do so, RaPTr Scanner will forward that image 
to RaPTr Server so that it can be saved to long-term storage. Optionally, the image can be 
used for custom functions via the supported interfaces. Included in the barcode image event 
is a message ID that corresponds to the barcode read event that triggered the process. After 
all actions have been taken, RaPTr Server communicates to RaPTr Scanner that a successful 
transaction has occurred and RaPTr Scanner can delete its local copy. It does this by returning 
much of the same contents as the Barcode Image Event message. 

Note: Uploading the image from RaPTr Scanner to RaPTr Server is not instantaneous and may lag 
the Barcode Read Event by several seconds, or in some cases, minutes.

ADDITIONAL BARCODE IMAGE EVENT:
DIRECTION
Unidirectional, to RaPTr Server   

INPUTS

Parameter Definition Example
Barcode Message ID Unique identifier for the message containing the barcode 

read event
4758364137

Location ID Unique identifier for a RaPTr Scanner in a warehouse. 1
Camera ID Unique identifier for a camera within a RaPTr Scanner. 1

Image Data All data that constitutes the image. N/A

BA
RCO

D
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OUTPUTS

Parameter Definition Example
Barcode Message ID Unique identifier for the message containing the barcode 

read event
4758364137

Location ID Unique identifier for a RaPTr Scanner in a warehouse. 1
Camera ID Unique identifier for a camera within a RaPTr Scanner. 1

SUPPORTED OPERATIONAL INTERFACES
Plug-In, REST API, SAP Gateway API

Note: Although the event is not supported for all interfaces, the act of saving the images in long 
term storage is natively supported by RaPTr Server. 

DESCRIPTION
A RaPTr Scanner can be configured to have photo documentation cameras (passive cameras) 
whose purpose are to capture images following a Barcode Read Event. If configured to do so, 
RaPTr Scanner will forward that image to RaPTr Server so that it can be saved to long term 
storage. Optionally, the image can be used for custom functions via the supported interfaces. 
Included in the Barcode Image Event is a message ID that corresponds to the Barcode Read 
Event that triggered the process. After all actions have been taken, RaPTr Server communicates 
to RaPTr Scanner that a successful transaction has been occurred and RaPTr Scanner can delete 
its local copy. It does this by returning much of the same contents as the Barcode Image Event 
message. 

Note: Uploading the image from RaPTr Scanner to RaPTr Server is not instantaneous and may lag 
the Barcode Read Event by several seconds, or in some cases, minutes.

CUSTOM MESSAGE EVENT:
DIRECTION
Unidirectional, to RaPTr Scanner   

A
D

D
ITIO
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INPUTS

Parameter Definition Example
Location ID Unique identifier for a RaPTr Scanner in a warehouse. 1
Message Custom message to the material handler Missing Pallet
Message Color Color that will highlight the message to the material 

handler. Most commonly red or green.
Red

Dwell Time Defines how long the message will appear on the 
screen for the material handler.

10 seconds

OUTPUTS
There are no outputs for a Custom Message Event.

SUPPORTED OPERATIONAL INTERFACES
Plug-In, REST API, SAP Gateway API

DESCRIPTION
RaPTr Server can send custom messages to a RaPTr Scanner to be displayed to a material 
handler. These messages will be populated in the same area as the Barcode Read Event 
messages. Included in the event is a configurable dwell time that controls how long the 
message persists on the screen.

SET DISPLAY INFORMATION:
DIRECTION
Unidirectional, to RaPTr Scanner   

INPUTS

Parameter Definition Example
Location ID Unique identifier for a RaPTr Scanner in a warehouse. 1
Display String Custom HTML to be displayed in the “Meta Data” section 

of the RaPTr Scanner UI
N/A

SET D
ISPLAY IN

FO
RM

ATIO
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OUTPUTS
There are no outputs for Set Display Information.

SUPPORTED OPERATIONAL INTERFACES
Plug-In, REST API, SAP Gateway API

DESCRIPTION
The User Interface (UI) of the RaPTr Scanner contains a section that is designed to display 
custom HMTL. In most cases, this is used as Meta-Data for the current order being fulfilled. 
This section can be leveraged to provide additional data to drivers to help prevent errors from 
occurring.

ALARM EVENT:
DIRECTION
Bidirectional   

SET D
ISPLAY IN

FO
RM

ATIO
N

A
LA

RM
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INPUTS

Parameter Definition Example
Location ID Unique identifier for a RaPTr Scanner in a warehouse. 1
Alarm Key Key that identifies one alarm from the next. It is used to 

look up an alarm to see if it is currently active.
Alarm-Key-01

Severity A value ranging between one and four. Increasing levels 
of the severity forces the alarm to appear differently in 
the RaPTr Scanner alarm banner. 1 is yellow. 2 is orange. 
3 and 4 are both red

1

Active Determines if the alarm is active True
Ack Required If true, it requires that the alarm be acknowledged on 

the scanner, even after the alarm is no longer active. 
Generally, this should be set to false.

False

Time Time in which the alarm was generated 5/13/2022 10:24:45
Text Message to be displayed on the alarm Server Off

OUTPUTS

Parameter Definition Example
Location ID Unique identifier for a RaPTr Scanner in a warehouse. 1
Alarm Key Key that identifies one alarm from the next. It is used to 

look up an alarm to see if it is currently active.
Alarm-Key-01

Response Code Determines if the alarm was successfully acquired. 1 = 
Yes, 0 = No.

1

SUPPORTED OPERATIONAL INTERFACES
Plug-In, REST API, SAP Gateway API

DESCRIPTION
RaPTr Scanners and Servers can relay alarm messages back and forth. When a RaPTr Scanner 
experiences an alarm, it relays that information to RaPTr Server for logging and reporting 
purposes. If the RaPTr Sever has an error, an alarm message can be sent to one or all connected 
RaPTr Scanners to be displayed on its alarm banner. This offers a method of real-time 
visualization into the alarms and events that happen on a RaPTr Server. Once an alarm is no 
longer active, a second message should be sent indicating that the alarm is now inactive so that 
it can be removed from the scanner’s alarm banner.

SET D
ISPLAY IN

FO
RM

ATIO
N

A
LA

RM

A
LA

RM
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SERVER CONFIGURATION UTILITY
CONFIGURATION:
To configure RaPTr Server, launch the program “RaPTr Server Utility”. The first dialogue will 
be a login screen. The default credentials are username, “artemis” and password, “raptor” all 
lowercase. It is recommended that the username and password fields be changed from the 
defaults.

Once the username and password have correctly been entered, the system will pull up the main 
configuration utility window. 

From here you can see the state of the service (running, stopped, starting, etc.) and the 
connection status. The connection status is indicated by a pulsing green indicator.

If the indicator turns to solid red, this is an indication that the utility cannot connect to the 
server. If this is the case, the server may not have been correctly installed. If the indicator is 
pulsing green and the service status is running, then you are set to configure RaPTr Server.
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The available parameters are shown in the following image and descriptions of each are in the 
table immediately following. SERV

ER CO
N

FIG
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RATIO
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TILITY
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Parameter Definition
LICENSE

Software ID Identification number used by Artemis Vision to generate a license for 
RaPTr Server.

License ID A 15-character alphanumeric identifier used in the licensing process.
GENERAL

Warehouse ID An alphanumeric string used to identify a RaPTr Server’s location.
Image Directory Directory where RaPTr Server will save images of pallets where 

barcodes were successfully read.
Image Directory Limit (MB) Maximum size of the image directory. Once the directory achieves this 

size, RaPTr server will begin deleting the oldest images. 
Image Purge Frequency (dd.
hh:mm:ss)

Maximum length to retain an image. Any images older than this 
timespan will be deleted by RaPTr server. For example, if three months 
of images were desired, the correct value would be: 120.00:00:00 (120 
days, 0 hours, 0 minutes, 0 seconds).

Username Username for this utility. Reset recommended.
Password Password for this utility. Reset recommended.

INTERFACE
Type Interface that RaPTr Server will use to look up barcodes. More 

information on each type can be found in the sections below. Values 
include: Data Only, CSV, XML, MySQL, SQL Server, Oracle, REST API, 
Plug-In and SAP Gateway API.

Descriptions for individual parameters of each interface type are found in the respective Operational 
Interfaces sections of this document.
SCANNER COMMUNICATIONS

Use ABP Use Artemis Vision's proprietary UDP/TCP protocol for communications 
from RaPTr Server to RaPTr Scanners

ABP Server Port UDP and TCP port on which RaPTr Server will listen for messages 
from RaPTr Scanners

Use REST Use Artemis Vision's REST API for communications from RaPTr 
Server to RaPTr Scanners

Use SSL Applies SSL encryption to all communications between RaPTr 
Server and RaPTr Scanners

Scanner REST API 
Scanner Port

Port on which RaPTr Scanners will be listening for REST requests

Scanner REST API 
Server Port

Port on which RaPTr Server will be listening for REST requests

Scanner REST 
Username

Username for basic authentication for all REST requests.

Scanner REST 
Password

Password for basic authentication for all REST requests.

SERV
ER CO

N
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U
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N
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Once a configuration parameter has been changed, the Save button will appear highlighted in 
green and the Cancel button will appear in red. 

Note: This may require clicking away from a field after modification.

Configuration changes do not take place immediately and need to be saved. After saving, 
the Configuration Utility will request to restart RaPTr Server so that the configuration changes 
can take effect. If you decline to restart, then the configuration changes will not take effect until 
the service or server device is manually restarted.

SERV
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LOG HISTORY:
The server configuration utility contains a history of key events and errors that occur during 
runtime of RaPTr Server. This area can be used to troubleshoot errors or diagnose changes 
made by individuals.

SERV
ER CO
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OPERATIONAL INTERFACES
RaPTr Server offers multiple operational interfaces with which custom business logic can be 
applied to the RaPTr System. The following sections describe each operational interface, their 
parameters, and how they would be configured.

SAP GATEWAY API:
DESCRIPTION
The purpose of the RaPTr REST API Operational Interface is to easily integrate RaPTr Servers 
with SAP Gateway. When in SAP Gateway API mode, RaPTr Server initializes a REST Client for 
core features and a REST Server for ancillary features. If minimal functionality is desired, the SAP 
Gateway instance must only implement the BarcodeReadEvent.

Using the SAP Gateway API Operational Interface involves three steps and an optional fourth step: 

1. Ensure that necessary port exceptions/forwarding are in place between RaPTr Server
and SAP Gateway. This includes port exceptions/forwarding on the server devices and
any firewalls. See Network Requirements section for more details.

2. Implementing a BarcodeReadEvent endpoint in SAP Gateway so that the RaPTr Server
can relay barcode events from RaPTr Scanners to SAP.

3. Configuring RaPTr Server to use the SAP Gateway API Operational Interface and all
necessary parameters.

4. Optionally, implementing a REST Client functions to perform interactions with RaPTr
Scanners through RaPTr Server. Such features include Display Custom HTML (order
metadata), Custom Message Events, Set device configuration, etc.

SA
P G

ATEW
AY A
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PARAMETERS

Parameter Definition
Barcode Read Event URL URL to which BarcodeReadEvent REST requests will be made.
Barcode Image Event URL URL to which BarcodeImageEvent REST requests will be made.
Additional Image Event URL URL to which AdditionalImageEvent REST requests will be made.
SAP X-CSRF-TOKEN URL URL to which X-CSRF Token Fetch requests will be made
Client Port The TCP port on which the customer’s Supervisor REST Client connects 

to RaPTr Server. Default is 53238.
Forward Images Disabled – Does not forward images

Enabled – Forwards images (BarcodeImageEvent, 
AdditionalImageEvent)
File Path – Forwards saved image file path only (BarcodeImageEvent, 
AdditionalImageEvent)

Username Username for basic authentication of customer’s REST client and server. 
Password Password used in basic authentication of customer’s REST client and 

server.

RAPTR SERVER SETUP
The following section describes how to set up your RaPTr Server to use the SAP Gateway API 
Operational Interface. It also provides details on the implementation of the API in SAP Gateway. 

1. Launch RaPTr Server Utility

2. Enter in Username and Password

SA
P G

ATEW
AY A

PI
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3. Select SAP Gateway API from the Type drop down menu located in the Interface
section.

SA
P G

ATEW
AY A

PI
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4. Within the Interface section, Update all URLs.

5. Enter a new Username and Password.

SA
P G

ATEW
AY A

PI
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6. Optionally, update the Local Port, and select an option for using SSL.

7. Choose an option from the Forward Images menu (see parameters on page 22).

8. Save changes and force RaPTr Server to restart.

SA
P G
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AY A
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SAP GATEWAY IMPLEMENTATION
General

All REST requests made between RaPTr Server and SAP Gateway will implement Basic 
Authentication defined by the parameters User Name and Password.

To meet the standard set by SAP Gateway, RaPTr Server implements the X-CSRF Token. RaPTr 
Server will perform the token request on the URL defined by SAP X-CSRF-TOKEN URL.

The body of all requests and responses must be formatted as JSON.

Supervisor REST Server 

When SAP Gateway API is selected, RaPTr Server will translate all communication between itself 
and RaPTr Scanners into REST requests. Minimally, SAP Gateway must implement the end points 
marked as required. The required endpoints, along with optional end points are listed below.

End Points: 

Barcode Read Event (required)

When barcode is read by a RaPTr Scanner, it sends a Barcode Read Event message to its RaPTr 
Server. The RaPTr Server relays this message to the REST Server. 

POST 
BarcodeReadEventURL
Body: 
{  d: {

WarehouseID: string - unique identifier of the warehouse 
Code: string – text encoded in barcode 
LocationID: unsigned int – The identifier of the RaPTr unit 
MessageID: unsigned long – The identifier of barcode read event 
CameraID: unsigned int – The identifier of the camera which read the barcode 

} } 
Response Body: 
{  d: {

ResponseCode: unsigned int – 1 for correct pallet, 0 for bad pallet 
ResponseColor: string – html style color (#RRGGBB) for response display in RaPTr UI 
ResponseString: string – message for response display in RaPTr UI 
OrderNumber: string – optional identifier of current shipment/order being fulfilled 

} } 
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Barcode Image Event (optional)

After a RaPTr Scanner has sent a Barcode Read Event message, it will upload the image in which 
the barcode was found to the REST Server. 

POST 
BarcodeImageEventURL
Body: 
{  d: {

WarehouseID: string - unique identifier of the warehouse 
LocationID: unsigned int – The identifier of the RaPTr unit 
MessageID: unsigned long – The identifier of barcode read event 
CameraID: unsigned int – The identifier of the camera which read the barcode 
Image: string – Base 64 encoded jpg file

} } 
Response: 
{  d: {

ResponseCode: unsigned int – 1 for success, 0 for failure 
ResponseString: string – information about failure 

} } 

Additional Image Event (optional)

After a RaPTr Scanner has sent a Barcode Read Event message, it will upload images from each 
configured additional camera to the REST Server. 

POST 
Body: 
{  d: {

WarehouseID: string - unique identifier of the warehouse 
LocationID: unsigned int – identifier of the RaPTr unit 
MessageID: unsigned long – identifier of barcode read event 
CameraID: unsigned int – identifier of the camera which read the barcode,
Image: string – Base 64 encoded jpg file 

} } 
Response: 
{  d: {

ResponseCode: unsigned int – 1 for success, 0 for failure 
ResponseString: string – information about failure 

} }
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SAP REST Client

When SAP Gateway API is selected, RaPTr server initializes a REST Server with endpoints listed 
below. All functionality is optional, making the SAP Gateway REST Client optional. The port of 
the REST Server created by RaPTr Server can be configured by changing parameter, Client Port. 

Display Information (optional)

The customer can display custom HTML in the upper left section of a RaPTr Scanner UI. This is 
typically information about the current shipment being loaded. 

POST 
RaPTrServerHostname:ClientPort/SAPDisplayInformation 
Body: 
{  d: {

LocationID: unsigned int – identifier of the RaPTr unit 
HTML: string – HTML to display 

} } 
Response: 
{  d: {

ResponseCode: unsigned int – 1 for success, 0 for failure 
ResponseString: string – information about failure 

} } 

Custom Event Message (optional)

If the customer detects some condition that should be alerted to a RaPTr Scanner UI, this 
method can be used to display custom text on a custom color for a custom duration. 

POST 
RaPTrServerHostname:ClientPort/SAPCustomEventMessage
Body: 
{  d: {

LocationID: unsigned int – unique identifier of RaPTr unit 
ResponseString: string – text displayed to user 
ResponseColor: string – color in HTML format (#RRGGBB) to display message 
DwellTime: uint – duration (seconds) message is displayed on RaPTr unit 

} } 
Response: 
{  d: {

ResponseCode: unsigned int – 1 for success, 0 for failure 
ResponseString: string – information about failure 

} } 
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Alarm Event Message (optional)

If the customer detects some condition that should be alerted to a RaPTr Scanner UI, this 
method can be used to display custom text on the alarm banner. The alarm will persist until a 
request is received where the AlarmKey matched the original alarm and the ActiveStatus bool is 
false.

POST 
RaPTrServerHostname:ClientPort/SAPAlarmEventMessage
Body: 
{  d: {

LocationID: unsigned int – unique identifier of RaPTr unit 
AckRequired: bool – tells scanner whether to require an acknowledgment before 
alarm is cleared
AlarmKey: string – string that uniquely identifies the specific alarm. 
Text: string – Text to be displayed on the alarm message 
Severity: int – A value indicating the severity of the alarm (1 being lowest, 4 being 
highest).
ActiveStatus: bool – Determines whether the alarm is currently active. 

} } 
Response: 
{  d: {

ResponseCode: unsigned int – 1 for success, 0 for failure 
ResponseString: string – information about failure 

} } 
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REST API:
DESCRIPTION
The purpose of the RaPTr REST API Operational Interface is to easily integrate RaPTr Servers with 
customer ERP or Warehouse Management Systems (Supervisor) located locally or remote (such 
as on the cloud). When in REST API mode, RaPTr Server initializes a REST Client for core features 
and a REST Server for ancillary features. To take advantage of all possible functionalities, the 
Supervisor must also implement a REST Server and a REST Client. If minimal functionality is 
desired, the Supervisor must only provide a REST Server.

Using the RaPTr REST API Operational Interface involves three steps and an optional fourth step: 

1. Ensure that necessary port exceptions/forwarding are in place between RaPTr Server
and the Supervisor. This includes port exceptions/forwarding on the server devices and
any firewalls. See Network Requirements section for more details.

2. Implementing a REST Server endpoint so that the RaPTr Server can relay barcode
events from RaPTr Scanners to the Supervisor.

3. Configuring RaPTr Server to use the REST API Operational Interface and all necessary
parameters.

4. Optionally, implementing a REST Client to perform interactions with RaPTr Scanners
through RaPTr Server. Such features include Display Custom HTML (order metadata),
Custom Message Events, Set device configuration, etc.
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PARAMETERS

Parameter Definition
REST Server URL The base URL which is used in outbound REST requests to customer’s 

supervisor REST server. Default is http://192.168.1.10:53239.
REST Client Port The TCP port on which the customer’s Supervisor REST Client connects 

to RaPTr Server. Default is 53238.
Forward Images Enables or disables the forwarding of images (BarcodeImageEvent, 

AdditionalImageEvent)
REST Username Username for basic authentication of customer’s REST client and server. 
REST Password Password used in basic authentication of customer’s REST client and 

server.
Forward Images Enables or disables the forwarding of images (BarcodeImageEvent, 

AdditionalImageEvent)
Username Username for basic authentication of customer’s REST client and server. 
Password Password used in basic authentication of customer’s REST client and 

server.

RAPTR SERVER SETUP
The following section describes how to setup your RaPTr Server to use the REST-API Operational 
Interface. It also provides details on the implementation of the REST-API at the Supervisor. 

1. Launch RaPTr Server Utility

2. Enter in Username and Password

3. Select REST API from the Type drop down menu located in the Interface section. (see 
following page)
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4. Update REST Server URL with the base URL of your Supervisor.

5. Enter in a new REST Username and REST Password.
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6. Optionally, update the REST Client Port.

7. Save changes and force RaPTr Server to restart.
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SUPERVISOR IMPLEMENTATION
General

RaPTr Server is configured with the [BASE_URL] of the Supervisor REST Server REST Server URL 
along with a username REST Username, and password REST Password with which to perform 
basic authentication. Likewise, the REST Client Port decides which port the REST Server created 
by RaPTr Server will use. 

All path designations after [BASE_URL] are appended by RaPTr Server prior to making any 
requests and do not need to be included in the configuration of RaPTr Server. Path designations 
are formatted as follows: [BASE_URL]/[command] where the command is replaced by the event 
that is being triggered (BarcodeReadEvent, BarcodeImage, etc.).

The body of all requests and responses must be formatted as JSON.

Supervisor REST Server 

When REST API is selected, RaPTr Server will translate all communication between itself and 
RaPTr Scanners into REST requests. Minimally, a REST Server that implements the end points 
marked as required must be provided. The required endpoints, along with optional end points 
are listed below.

End Points: 

Barcode Read Event (required)

When barcode is read by a RaPTr Scanner, it sends a Barcode Read Event message to its RaPTr 
Server. The RaPTr Server relays this message to the REST Server. 

POST 
[BASE_URL]/BarcodeReadEvent
Body: 
{ 

WarehouseID: string - unique identifier of the warehouse 
Code: string – text encoded in barcode 
LocationID: unsigned int – The identifier of the RaPTr unit 
MessageID: unsigned long – The identifier of barcode read event 
CameraID: unsigned int – The identifier of the camera which read the barcode 

} 
Response Body: 
{ 

ResponseCode: unsigned int – 1 for correct pallet, 0 for bad pallet 
ResponseColor: string – html style color (#RRGGBB) for response display in RaPTr UI 
ResponseString: string – message for response display in RaPTr UI 
OrderNumber: string – optional identifier of current shipment/order being fulfilled 

}
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Barcode Image Event (optional)

After a RaPTr Scanner has sent a Barcode Read Event message, it will upload the image in which 
the barcode was found to the REST Server. 

POST 
[BASE_URL]/BarcodeImageEvent 
Body: 
{ 

WarehouseID: string - unique identifier of the warehouse 
LocationID: unsigned int – The identifier of the RaPTr unit 
MessageID: unsigned long – The identifier of barcode read event 
CameraID: unsigned int – The identifier of the camera which read the barcode 

} 
Response: 
{ 

ResponseCode: unsigned int – 1 for success, 0 for failure 
ResponseString: string – information about failure 

} 
Form Data: image/jpg     

Additional Image Event (optional)

After a RaPTr Scanner has sent a Barcode Read Event message, it will upload images from each 
configured additional camera to the REST Server. 

POST 
[BASE_URL]/AdditionalImageEvent 
Body: 
{ 

WarehouseID: string - unique identifier of the warehouse 
LocationID: unsigned int – identifier of the RaPTr unit 
MessageID: unsigned long – identifier of barcode read event 
CameraID: unsigned int – identifier of the camera which read the barcode 

} 
Response: 
{ 

ResponseCode: unsigned int – 1 for success, 0 for failure 
ResponseString: string – information about failure 

} 
Form Data: image/jpg 
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Supervisor REST Client 

When REST API is selected, RaPTr server initializes a REST Server with endpoints listed below. 
All functionality is optional, making the Supervisor REST Client optional. The port of the REST 
Server created by RaPTr Server can be configured by changing parameter, REST Client Port. 

Display Information (optional)

The customer can display custom HTML in the upper left section of a RaPTr Scanner UI. This is 
typically information about the current shipment being loaded. 

POST 
[BASE_URL]/DisplayInformation 
Body: 
{ 

LocationID: unsigned int – identifier of the RaPTr unit 
HTML: string – HTML to display 

} 
Response: 
{ 

ResponseCode: unsigned int – 1 for success, 0 for failure 
ResponseString: string – information about failure 

} 

Custom Event Message (optional)

If the customer detects some condition that should be alerted to a RaPTr Scanner UI, this 
method can be used to display custom text on a custom color for a custom duration. 

POST 
[BASE_URL]/CustomEventMessage 
Body: 
{ 

LocationID: unsigned int – unique identifier of RaPTr unit 
ResponseString: string – text displayed to user 
ResponseColor: string – color in HTML format (#RRGGBB) to display message 
DwellTime: uint – duration (seconds) message is displayed on RaPTr unit 

} 
Response: 
{ 

ResponseCode: unsigned int – 1 for success, 0 for failure 
ResponseString: string – information about failure 

} 
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Alarm Event Message (optional)

If the customer detects some condition that should be alerted to a RaPTr Scanner UI, this 
method can be used to display custom text on the alarm banner. The alarm will persist until a 
request is received where the AlarmKey matched the original alarm and the ActiveStatus bool is 
false.

POST 
[BASE_URL]/AlarmEventMessage
Body: 
{ 

LocationID: unsigned int – unique identifier of RaPTr unit 
AckRequired: bool – tells scanner whether to require an acknowledgment before 
alarm is cleared
AlarmKey: string – string that uniquely identifies the specific alarm. 
Text: string – Text to be displayed on the alarm message 
Severity: int – A value indicating the severity of the alarm (1 being lowest, 4 being 
highest).
ActiveStatus: bool – Determines whether the alarm is currently active. 

} 
Response: 
{ 

ResponseCode: unsigned int – 1 for success, 0 for failure 
ResponseString: string – information about failure 

} 
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DATABASE OPERATIONAL INTERFACES
DESCRIPTION
RaPTr Server will communicate with a MySQL, Microsoft SQL Server, or Oracle database via 
a stored procedure. RaPTr Server will call the stored procedure and provide the barcode that 
was scanned, and the LocationID of the scanner. From there, custom business logic can be 
performed, and a response generated. The response will be sent back to the scanner and 
displayed for the operator. The response contains a message (Response), a background color 
(ResponseColor), and a Pallet Status. The Pallet Status is used to log events where the barcode 
scanned did not belong at that location. Also, it can be used to trigger an audible alarm at the 
scanner, letting the driver know that the barcode did not belong at that location. Optionally, an 
order number can be returned. The order number will be logged by the server and can be used 
to search for pallets in the RaPTr Web Reporting Server. 

In most cases, the Supervisor puts the necessary pallet information into a database table once 
an order is made and the stored procedure verifies pallet scans to those tables. 

PARAMETERS

Parameter Definition
Database Connection String Connection string to the database of choice. Typically includes security 

credentials
Stored Procedure Name Name of the stored procedure to be called by RaPTr Server

RAPTR SERVER SETUP
The following section describes how to set up your RaPTr Server to use one of the Database 
Operational Interfaces. It also provides details on the implementation of the stored procedure.

1. Launch RaPTr Server Utility

2. Enter in Username and Password
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3. Select MySQL, SQL Server, or Oracle from the Type drop down menu located in the
Interface section. D
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4. Update the Database Connection String.

5. Optionally, update the Stored Procedure Name. 
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6. Save changes and force RaPTr Server to restart.

DATABASE IMPLEMENTATION
The tables below show the required parameters to implement a stored procedure in each of the 
supported databases. Also included are screenshots of basic implementations in MySQL and 
Microsoft SQL Server.

MySQL:

Parameter Type Direction Nullable Example
pBarcode Varchar(50) In N 123456
pLocationID Int In N 1
pResponse Varchar(200) Out N Good, Wrong Door!
pResponseColor Varchar(10) Out N #00FF00 (Green), #FF0000 (Red)
pPalletStatus Int Out N 0 = Wrong, 1 = Good
pOrderNumber Varchar(200) Out Y ABC123

Microsoft SQL Server:

Parameter Type Direction Nullable Example
@Barcode Varchar(50) In N 123456
@LocationID Int In N 1
@Response Varchar(200) Out N Good, Wrong Door!
@ResponseColor Varchar(10) Out N #00FF00 (Green), #FF0000 (Red)
@PalletStatus Int Out N 0 = Wrong, 1 = Good
@OrderNumber Varchar(200) Out Y ABC123
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Oracle:

Parameter Type Direction Nullable Example
pBarcode Varchar2(50) In N 123456
pLocationID Int In N 1
pResponse Varchar2(200) Out N Good, Wrong Door!
pResponseColor Varchar2(10) Out N #00FF00 (Green), #FF0000 (Red)
pPalletStatus Int Out N 0 = Wrong, 1 = Good
pOrderNumber Varchar2(200) Out Y ABC123

See example procedure below in MySQL and SQL Server.

MySQL:

Microsoft SQL Server:
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RAPTR SERVER CSV/XML INTERFACE
DESCRIPTION
RaPTr Server will monitor the directory specified by File Directory for either CSV or XML 
files. When RaPTr Server detects a new file, it will parse the contents of the file, store the 
order information in its own internal database, and then delete the file from File Directory. If 
RaPTr Server fails to parse the file correctly, it will create a text file in the same directory that 
enumerates the issues that were found while attempting to parse the CSV or XML file.

Each entry in the file is tied to a Location ID where a pallet should be expected and must contain 
the following parameters:

Parameter Definition
Barcode Barcode that will be present on a given pallet
Response The message to the material handler
Response Color The color of the message to the material handler
Location ID The Location ID where the pallet should be scanned
Order Number Any alphanumeric string to which the pallet has a relation. Can be bill 

of lading, or simply an order number.
Quantity In cases where pallets are serialized, this should be 1. In other cases, 

this can be greater than one.

After a file has been uploaded, RaPTr Server checks the data and gets a list of each LocationID 
that was contained in the file. From there, it goes to its internal database and deletes any 
existing entries that are related to the Location IDs in the list. What this means is that the system 
considers any new information regarding a LocationID to be valid and that the Supervisor is 
implying that any existing information is no longer valid.   

For some, this means that a file should contain only one location’s information and that it gets 
uploaded once the truck arrives and an order is being fulfilled. For others, this means that all 
order data for an entire day is uploaded in the morning. It is truly flexible to the needs of an 
operation, but it’s important to be aware of the assumption being made by RaPTr Server.

When a barcode read event is received, RaPTr Server checks the existing information in its 
internal database. If an entry does not exist for the given Barcode and LocationID combination, 
RaPTr Server responds “Wrong Truck” in red. If the combination does exist, RaPTr Server responds 
with the Response and Response Color found in the entry. If Enable Order Tracking is selected, 
the current order number, the number of pallets scanned, and the total number of pallets in the 
order will be displayed to the material handler in the Meta-Data section of RaPTr Scanner’s UI. If 
Enable Pallet Counting is selected, RaPTr Scanner will append the number of instances in which 
the pallet was scanned along with the quantity of that barcode to the “Good” message.

In most cases, the Supervisor puts the necessary pallet information into the File Directory, but 
it can be done manually.

CSV/XM
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PARAMETERS

Parameter Definition
File Directory Directory to be monitored by RaPTr Server. If this directory does not exist, 

RaPTr Server will attempt to create it.
Enable Order Tracking If selected, it will populate Order information into the “Meta-Data” section 

of RaPTr Scanner’s UI following a barcode scan.
Enable Pallet Counting If selected, it will append quantity information regarding a specific 

barcode to the response to the material handler. 

RAPTR SERVER SETUP
The following section describes how to setup your RaPTr Server to use one of the Database 
Operational Interfaces. It also provides details on the implementation of the stored procedure. 

1. Launch RaPTr Server Utility

2. Enter in Username and Password

3. Select CSV or XML from the Type drop down menu located in the Interface section.
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4. Optionally, select Enable Order Tracking or Enable Pallet Counting.
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6. Save changes and force RaPTr Server to restart.

CSV/XML MANUAL IMPLEMENTATION
CSV:
The easiest way to load a list is via Excel or another spreadsheet program.

Open Excel (or another spreadsheet program; this tutorial will presume Excel). 
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Enter the barcodes for the list in the first column.  These need to match the barcodes to be 
scanned, so type the barcodes carefully, copy/paste, or export from another program. 

Once the barcodes are entered, you can create custom responses tied to each barcode. Likewise, 
you can select a color, represented by a hexadecimal string, that will display on the background 
of the text. For this example, we selected Green (00FF00) for all. To generate other colors, you 
can search “hex color picker” in Google. Google will provide a utility that allows you to select a 
custom color and it will provide the corresponding hexadecimal code in return. 

The fourth column is reserved for the location ID. This will tell the server which scanner should 
expect to see the barcode. In the fifth column, enter the order number associated with the 
barcode. This can be any alphanumeric string of characters and can be an Order Number, Bill of 
Lading, etc. 

Note: It is recommended that barcodes be unique to a pallet.  This allows for the most accurate 
tracking information. If this is not the case, a quantity field is provided. 

When all the barcodes are entered, save the file as a CSV. From here, copy the CSV file to c:\
Artemis\Files. Once the copy is complete, the file will briefly exist in the directory before RaPTr 
Server retrieves the data and deletes the file. 

Opening the CSV file in a text editor (Notepad, Notepad++, or any other text editor) will show 
that the file is just lines of text separated by commas.
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XML:
The easiest way to load an XML list is via Notepad++ or another text editor program.

Open our sample XML file (c:\Artemis\SampleXML.xml) in Notepad++ (or another spreadsheet 
program; this tutorial will presume Notepad++).

To enter a new barcode, copy and paste an existing dock door response.

From here, change the barcode field to match the target barcode. These need to match the 
barcodes to be scanned, so type the barcodes carefully, copy/paste, or export from another 
program. Once the barcodes are entered, you can create custom responses tied to each 
barcode. Likewise, you can select a color, represented by a hexadecimal string, that will display 
on the background of the text. For this example, we selected Green (00FF00) for all. To generate 
other colors, you can search “hex color picker” in google. Google will provide a utility that allows 
you to select a custom color and it will provide the corresponding hexadecimal code in return.
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When all the barcodes are entered, save the file as an XML file. From here, copy the XML file to 
c:\Artemis\Files. Once the copy is complete, the file will briefly exist in the directory before RaPTr 
Server retrieves the data and deletes the file.

Note: Both CSV files and XML files can be generated via a program or exported from a WMS or 
ERP system. The concept will remain the same for files generated automatically.

RAPTR SERVER DATA ONLY INTERFACE:
DESCRIPTION
This interface allows for a quick determination if barcodes are reading properly without any 
additional set-up. In this interface, barcodes that are successfully read will get a response from 
the server indicating GOOD, with a GREEN background color, along with the decoded barcode 
displayed on the scanner GUI. The data is stored and can be retrieved via the RaPTr Web 
Reporting Server. 

RAPTR SERVER SETUP

1. Launch RaPTr Server Utility

2. Enter in Username and Password
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3. Select Data Only from the Type drop down menu located in the Interface section.

4. Save changes and force RaPTr Server to restart.
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PLUG-IN INTERFACE:
DESCRIPTION
RaPTr Server can load in custom plug-ins that follow an architecture developed by Artemis Visio. 
The plug-ins are written in C# and can access all events and functions provide by RaPTr Server. 
In most cases, the plug-in is used when one of the other operational interfaces does not meet 
the business cases. For more information and a sample project containing the structure of the 
plug-in, contact Artemis Vision.

RAPTR SERVER SETUP
The following section describes how to setup your RaPTr Server to use one of the Database 
Operational Interfaces. It also provides details on the implementation of the stored procedure. 

1. Create Plug-in

2. Copy all Plug-in files to c:/Artemis/Plug-ins

3. Launch RaPTr Server Utility
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4. Enter in Username and Password

5. Select Plug-in from the Type drop down menu located in the Interface section.
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6. Save changes and force RaPTr Server to restart.
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REPORTING
RAPTR WEB REPORTING SERVER
RaPTr Server automatically logs scan and CSV/XML order data to a local file for later retrieval. 
The data can be conveniently viewed through the RaPTr Web Reporting Server. If IIS was 
installed prior to the installation of RaPTr Web Reporting Server, then the RaPTr Web Server will 
have been installed by default. To access RaPTr Web Reporting Server, go to the web browser on 
the server device on which RaPTr Server is installed and type “localhost:5100” in the address bar. 
If this is the first time you are accessing RaPTr Web Reporting Server, then the server may take a 
few seconds to respond. 

On the Home page, RaPTr Web Reporting Server will allow users to search for barcodes to view 
where they were scanned, when they were scanned, the message to the driver, and the resulting 
image. Likewise, the main screen contains a few metrics for shipping production as well as how 
they compare to previous weeks. The metrics include: total pallets scanned for the week, total 
bad/incorrect pallets scanned for the week, and total uptime for the RaPTr Scanners.
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The Productivity page of the RaPTr Web Reporting Server shows the shipping volume, by hour, 
throughout the course of the day. The top graph displays the pallets scanned per hour and the 
bottom graph shows the aggregate over the course of the day. Also displayed are the average 
pallets per hour, the maximum pallets in an hour, and the minimum pallets in an hour.
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For instances of the RaPTr Server where the selected interface is either CSV or XML, the Orders 
tab will provide visualization into the current orders stored by the server. The user can filter the 
order data by Location ID (Door) and Order number. Also, XML or CSV files can be uploaded to 
the server via the file upload dialog.
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SCANNER SIMULATOR
To help prepare for the installation of the RaPTr Scanner, the RaPTr Server installer includes the 
RaPTr Simulator. The RaPTr Simulator will allow a user to simulate the communications between 
a RaPTr Scanner and the RaPTr Server and RaPTr Server’s integration with the Supervisor. 

To use the Scanner Simulator, take the following steps:

1. Enter a value for the Scanner Location ID and a Sample Barcode in the Scan Event
Input Parameters section.

2. Optionally, upload an image by clicking the folder icon and selecting a PNG file.  an
image can be uploaded to the server to test the imaging archiving feature.

3. Click the arrow icon to trigger a read event.
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When the read event button is clicked, the simulator will send a Barcode Read Event message 
to RaPTr Server as if it were a RaPTr Scanner. From there, RaPTr Server will respond, and the 
contents of the message will be displayed in the Scan Event Outputs section. Depending on 
the selected operational interface and the level of integration, metadata display will show more 
information about the order and its status.
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